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Abstract. The confidentiality of cryptographic keys is essential for the security of
protection schemes used for communication, file encryption, and outsourced compu-
tation. Beyond cryptanalytic attacks, adversaries can steal keys from memory via
software exploits or side channels, enabling them to, e.g., manipulate confidential
information or impersonate key owners. Therefore, existing defenses protect keys in
dedicated devices or isolated memory, or store them only in encrypted form. However,
these designs often provide unfavorable tradeoffs, sacrificing performance, fine-grained
access control, or deployability.

In this paper, we present KeyVisor, a lightweight Instruction Set Architecture (ISA)
extension that securely offloads the handling of symmetric crypto keys to the CPU.
KeyVisor provides CPU instructions that enable applications to request protected
key handles and perform AEAD cipher operations on them. The underlying keys
are accessible only by KeyVisor, and thus never leak to memory. KeyVisor’s direct
CPU integration enables fast crypto operations and hardware-enforced key usage
restrictions, e.g., keys usable only for de-/encryption, with a limited lifetime, or with a
process binding. Furthermore, privileged software, e.g., the monitor firmware of TEEs,
can revoke keys or bind them to a specific process/TEE. We implement KeyVisor for
RISC-V based on RocketChip, evaluate its performance, and demonstrate real-world
use cases, including key-value databases, automotive feature licensing, and a read-only
network middlebox.
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1 Introduction

Cryptographic operations such as data encryption or authentication form the foundation of
various security applications, ranging from TLS communication, VPNs, and file protection
to device attestation and distributed IoT networks. In any of the underlying schemes,
the secret keys are a critical asset that must be protected against attacks. If the keys
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2 KeyVisor — An ISA Extension for Protected Key Handles

are leaked, all higher-level security mechanisms based on them lose all (or most of) their
security guarantees. However, as applications require direct access to these keys, attackers
gaining access to the system memory, for instance, via local software exploitation (e.g.,
ROP, use-after-free), side-channel attacks, or remote exploits like Heartbleed [Syn20], can
directly leak the keys and thus break the security of the applications.

To mitigate the risk of a key leakage, solutions for secure key management prevent direct
key access by applications. Instead, they protect keys and their cryptographic operations
in isolated environments, and provide a controlled interface to the keys via so-called key
handles. Applications can request crypto operations via these handles without gaining
access to the underlying plaintext keys, thus preventing leakage. Common approaches
to implement such key handles can be grouped into three categories. First, hardware
security modules (HSMs) are dedicated crypto devices that manage keys in isolated memory
and support key generation and crypto operations, as well as additional access control
and authentication features for them. A widely-used example is the TCG-standardized
Trusted Platform Module (TPM) [Gro19], or comparable vendor-specific chips, e.g., Apple’s
Secure Enclave [App24, ope, Mic24]. Second, trusted execution environments (TEESs)
support trusted code and data isolation and have therefore been used to implement
secure key managers in software, e.g., based on Arm TrustZone [Goo24, LHX18] or Intel
SGX [CBV17, Int, Int23]. Third, the Intel Key Locker CPU extension provides [Key20]
CPU-protected AES key handles by introducing CPU instructions that generate and use
CPU-encrypted handles for AES block operations (no AES modes).

However, existing technologies face limitations regarding their performance, integration,
or enforceable key usage policies, restricting their use cases. TPM-like devices [Grol9,
App24, ope, Mic24, CHB19] support many algorithms and key distribution scenarios. Their
complex design can make application adoption highly non-trivial. In addition, they typically
provide slower performance than CPU accelerators, rendering them unsuitable for high
throughput symmetric crypto scenarios, e.g., network communication. Furthermore, they
can only enforce coarse-grained access policies, but no specific and refined rules based on a
caller’s process identifier. While virtual software HSMs or TPMs provide more flexibility
and sometimes higher performance, they are often less secure or more dependent on specific
platform technologies, e.g., TEEs [Int, BCGT06, RSWT16]. Furthermore, HSMs and key
manager services based on TEEs [BCGT06, RSWT16, LHX18, Goo24, CBV17, Int23]
often suffer from high context switching overhead for invocation of a crypto operation,
and are usually not supported on embedded systems. Moreover, various side-channel
attacks against TEE-based de-/encryption have leaked symmetric crypto keys despite their
isolation [CCX 120, GESM17, BMW*18]. The Intel Key Locker CPU extension [Key20]
provides a further approach in this context, which is limited in its feature set and focused on
(symmetric) AES keys. While providing fast, CPU-accelerated AES block operations, Intel
Key Locker does not provide hardware support for encryption modes (ciphers), limiting
control on how handles are used. In particular, Intel Key Locker’s single securely supported
usage policy is to make a handle usable only in kernel space, and Intel Key Locker can
revoke handles only all at once. Furthermore, Intel Key Locker does not support secure
key provisioning across systems. Moreover, when using Intel Key Locker within TEEs, the
keys are only secure if Intel Key Locker has been configured with a hardware-generated
protection key, and the handles are still vulnerable to leakage via side-channel attacks.

To overcome these limitations, we envision a CPU key handle extension for protecting
symmetric crypto keys that combines a high-performance but lightweight system integration
(HW/SW) with strong key usage controls. Similar to Intel Key Locker, we consider handles
usable only via dedicated CPU instructions, enabling the CPU to mediate all operations.
However, we design a new CPU-integrated policy engine that can enforce how and by whom
each key handle can be used, and enables selective revocation of key handles. Leveraging
the register-encoded execution context including the privilege level and process/TEE
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identifiers, the CPU can pinpoint the caller context. Furthermore, this context can be
augmented with a handle-specific state to track a handle’s usage controls and lifetime. With
in-CPU support for (symmetric) authenticated encryption ciphers (AEAD), e.g., AES-
GCM and ChaCha20-Poly1305, the CPU policy engine can enforce how key handles can
be cryptographically used, including the ciphers and operations (en-/decrypt) permitted
by a caller. Such fine-grained policies enable security schemes beyond those supported by
TPMs or Intel Key Locker. By adding support for secure remote key imports, even more
become feasible, ranging from read-only TLS inspection to CPU-enforced license keys.

In this paper, we present KeyVisor, a CPU extension design for protected key handles of
symmetric keys that follows the principles outlined above. KeyVisor provides fast, easy-to-
use crypto operations for AEAD ciphers (authenticated encryption with associated data),
with user-defined handle restrictions enforced by the CPU. Like Intel Key Locker, KeyVisor
builds on handles that are wrapped by a CPU-internal key and can only be unwrapped by
the CPU. In addition, KeyVisor introduces several CPU-enforced usage restriction policies
that can be associated with a key handle, and enables fine-grained handle revocation—all
without sacrificing AEAD performance. KeyVisor focuses on AEAD ciphers as they are
widely used due to their combination of encryption and authentication, e.g., AES-GCM
in TLS or ChaCha20-Poly1305 in the Wireguard VPN [Donl7]. Furthermore, AEAD
ciphers enable us to design additional en-/decrypt-only key controls, not possible for many
non-AEAD (stream) ciphers, e.g., AES-CTR. In particular, our current implementation of
KeyVisor for RISC-V, based on AES-GCM, allows to control (1.) the permitted AES-GCM
operations (encrypt/decrypt), (2.) permitted caller context, e.g., process, (3.) counter-based
handle revocation (e.g., to enforce a one-time key), and (4.) selective on-demand handle
revocation. In addition, KeyVisor introduces a local trusted key provisioner that enables
remote services to securely export symmetric keys as restricted key handles to the local
system—without leaking the plaintext key to the local software.

We prototype KeyVisor for AES-GCM on the 64-bit RISC-V (RV64) RocketChip
CPU and release it as an open-source project for the research community'. KeyVisor
introduces four new CPU instructions tailored to creating, using, and revoking key handles,
as well as an efficient CPU-internal handle caching structure. We demonstrate the
benefits of KeyVisor’s usage policies by integrating it into three real-world use cases: web
services using a vulnerable key-value database, a(n offline) licensing scheme for automotive
pay-per-use features, and a read-only network middlebox for guaranteed tamper-free
traffic analysis. We measure the area overhead of KeyVisor, which shows its lightweight
design. Furthermore, we evaluate KeyVisor’s performance by comparing it against related
hardware- and software-based approaches and by analyzing a TLS-based real-world use
case.

In summary, we make the following contributions:

e We design KeyVisor, a lightweight ISA extension providing protected key handles
with CPU-enforced usage policies for (symmetric) AEAD ciphers.

e We provide a RISC-V (RV64) hardware implementation of KeyVisor for AES-GCM
and evaluate its area requirements and performance, showing its practical feasibility.

e We compare KeyVisor against software and hardware implementations to give an
idea of its applicability in real-world use cases.

o We demonstrate KeyVisor’s benefits and flexible key usage policies by integrating it
in three real-world use cases.

1KeyVisor’s open-source code is available at: https://github.com/Chair-for-Security-Engineering/
KeyVisor
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2 Design Goals and Threat model

Existing solutions for protected key handles—most prominently including TPM-like
co-processors [Grol9, App24, ope, Mic24, CHB19] or the Intel Key Locker ISA exten-
sion [Key20]—are not flexible enough to meet the needs of sophisticated use cases. TPM-like
devices focus on storing and supporting many types of crypto keys and ciphers, measured
boot [Mic22], and are limited in high-performance settings. In contrast, Intel Key Locker
achieves high-performance via an in-CPU AES accelerator but has narrow key control,
mainly limited to hiding the plaintext AES keys from memory. Therefore, we envision
KeyVisor’s design to enable a wide set of new use cases ranging from high-performance to
embedded settings. We regard a lightweight ISA extension as a key enabler for achieving
this, because (1.) it enables direct access to the CPU register values and thus execution
contexts—essential for fine-grained handle controls—and (2.) can provide high-performance
(symmetric) AEAD and policy operations while (3.) being affordable for high-end and
low-end CPUs alike. We will now motivate KeyVisor’s goals (G,) based on concrete use
cases (UC-1 to UC-3) where TPM-like solutions and Intel Key Locker are insufficient,
before summarizing the threat model and presenting our full design.

UC-1: Preventing leakage via Process Binding. Existing key handle solutions lack fine-
grained control over who can use a handle. While key handles mitigate remote attackers
from stealing keys because the handles are unusable on the remote host, handles are
still vulnerable to local leakage. For instance, consider a web service that uses a local
key-value database (e.g., Redis) for storing ephemeral web session data. The web service
wants to prevent the database from reading the stored data to protect against a potential
compromise of the database. Therefore, the web service passes values only in encrypted
form to the database. However, if the encryption keys of the web service are leaked, e.g.,
via a remote information leakage vulnerability or a local side-channel attack, attackers
can decrypt the user data stored in the database (e.g., session credentials). Even if keys
are wrapped inside handles, local attackers can exfiltrate and abuse the handles. The
underlying issue is the incapability to enforce fine-grained local controls on what execution
contexts are permitted to use a key handle. Therefore, we envision a new key handle
extension to be able to bind handles to specific local processes (Gy) or privilege levels (G3).
That way, the web service could bind the handles to its own process, guaranteeing not only
that the keys never leak to remote parties, but also that local attacker processes cannot
abuse the key handles.

UC-2: Key Revocation and Remote Control. Two important concepts for key handles
include revocation and remote provisioning. Revocation enables users to make handles
unusable, e.g., for a key rollover or if key usage should be denied after a security incident.
However, TPMs and Intel Key Locker only feature coarse-grained control for set-wise
revocation—Intel Key Locker even supporting only an all-or-nothing revocation. For some
use cases, it would be beneficial to even have the CPU automatically revoke a given handle
after a specified number of crypto operations, e.g., to enforce one-time handles. Such a
feature is particularly interesting when a remote service wants to temporarily provision a
key to a client system, with CPU-enforced lifetime restrictions. That is, export a key as a
restricted handle, without leaking the plaintext key.

As an example, consider an automotive system for which the vendor offers extra features
locked behind a licensing system. Customers can purchase temporary licenses to gain
access to specific features for a limited number of activations, e.g., a sport mode providing
more motor power. As part of a feature activation, the car connects to a remote vendor
service to check for a valid license. However, in such a design, customers cannot user their
purchased features if the car is in offline mode (e.g., no coverage). Therefore, vendors
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require a secure mechanism to locally verify licenses.

One solution could include the remote service provisioning a feature-specific signing
key to the car, that enables the user to locally authenticate feature enabling from the
respective control unit, e.g., motor unit. By wrapping the key in a handle, it can be
isolated from local system-level attackers trying to bypass the licensing enforcement. If
the number of signing operations could be limited to the number of acquired feature uses,
the remote vendor could ensure that the handle is automatically revoked, even if the car is
in offline mode. However, neither TPMs nor Intel Key Locker support such counter-based
lifetime policies, and Intel Key Locker does not even support remote key provisioning.
Therefore, for KeyVisor, we envision two new features: (1.) selective key handle revocation
(G3)—on demand, or via lifetime counters—and (2.) confidential remote key provisioning
(G;). That way, the key could be securely provisioned to KeyVisor and transformed into a
counter-restricted handle, which is automatically revoked by the CPU when the number of
licensed feature activations has been reached.

UC-3: Share Read-only Access to Encrypted Data. Beyond controlling by whom and
how long key handles can be used, we deem control on how they can be used important. For
instance, consider local enterprise clients that communicate with external services via end-
to-end-encrypted (E2EE) connections. The company might want to deploy a remote traffic
monitoring service (e.g., on-path intrusion detection/prevention system, short: IDS/IPS)
to scan the plaintext traffic for suspicious activities, e.g., data leakage or malware. However,
the company wants to guarantee that the monitor preserves the integrity of the connections
to prevent a compromised service from tampering with the traffic. Common approaches
for live traffic decryption either cannot rule out data tampering, e.g., those directly sharing
connection keys or performing certificate-based MITM attacks, or require dedicated ports
of monitoring services into trusted hardware [PLPR18, DWY119], or protocol changes
that enforce read-only access to the plaintext traffic [LSLT19]. Instead, the company
wants to wrap the connection keys in key handles that deny encryption operations required
for data injections. However, TPMs do not control if software uses handles for encrypt
or decrypt operations, and is too slow for live network monitoring. Intel Key Locker is
CPU-accelerated and can selectively deny de-/encrypt AES block operations. However,
due to Intel Key Locker’s lacking in-CPU support for AEAD ciphers, attackers can bypass
the de-/encrypt-only handle restrictions, e.g., by decrypting TLS traffic using AES-GCM
encrypt operations (cf. § 5.3 for details). Therefore, we desire key handles that have full
control of the AEAD ciphers in hardware and are adjusted to securely enforce encrypt-
or decrypt-only handles (Gs). That way, the company clients could remotely provision
decrypt-only handles to the traffic monitoring service, enabling it fast but read-only traffic
access, without requiring TLS changes.

2.1 Threat Model

We now summarize the threat models (TM) that we derived for KeyVisor from the above
use cases. We assume the local CPU as trusted, and consider that local user or system
software (incl. OS) use symmetric crypto keys (e.g., AES keys) as a basis for their higher-
level security protocols. The local software is benign but vulnerable, i.e., might become
the target of an attack. The attackers’ goal is to gain uncontrolled access to the keys in
order to abuse them for attacks against the security protocols (cf. use cases). To mitigate
this threat, local software wrap their cryptographic keys using CPU-provided key handles
to securely enforce usage restrictions on them and to prevent the (unrestricted) keys from
leaking to attackers.

The cryptographic keys can be generated locally, or be provisioned by a remote system.
In either way, the generation and wrapping phase of the keys must be protected. Otherwise,
attackers can steal the keys from memory or tamper with their restriction policies before



6 KeyVisor — An ISA Extension for Protected Key Handles

both are protected by a key handle. Therefore, we assume that each local service (cf. UC-1)
is uncompromised while generating and wrapping keys (e.g., on startup), however, might
get attacked or compromised after creating the key handles. We denote this attack model
as TMjocal- In remote provisioning settings (cf. UC-2 or UC-3), remote services generate
keys and want to confidentiality share them as restricted key handles with the local
system. In this case, we assume that the remote systems are fully trusted, while all local
software (incl. OS) might already be compromised by an attacker. We refer to this attack
model as TM emote- That is, remote keys are securely generated, but we assume local
attackers trying to leak or tamper with the provisioned remote keys and their restrictions
policies before they are wrapped into protected local key handles. Our assumptions for
both settings are in line with the threat models of TPMs and Intel Key Locker (also
cf. § 8)—however, note that Intel Key Locker lacks remote key provisioning.

In both settings, we consider several attacks against local key handles: Attackers
might compromise the user or OS process owning a key handle to gain direct access to
the key handle (e.g., via code execution exploits), or use local timing or cache/memory
side-channel attacks to steal them across process boundaries [YF14, GBK11]. Similarly,
attackers might steal key handles via the network (e.g., Heartbleed) or from physical
DRAM (e.g., DMA or cold boot attack). Attackers can try to tamper with key handles or
interact with our key handle CPU extension via the local instruction interface. Furthermore,
we consider timing or cache/memory side-channel attacks against our CPU extension.
However, we exclude other physical side channels (e.g., power) and other physical attacks
targeting the CPU and its internal memory, e.g., through fault injection or voltage glitch
attacks [NSUH21, TBE"21, BJKS21]. We refer to orthogonal hardware and software
defenses for tackling such strong attackers [GAMG™23, SFSG23]. In addition, we exclude
Denial of Service (DoS) attacks by system-level attackers trying to delete or revoke key
handles, since such attackers have the ability to terminate selective processes or the whole
system anyway.

Optional Process or TEE Bindings. As motivated in UC-1 to UC-3, one of the intended
usage restrictions is the binding of key handles to execution contexts, rendering them
usable only within a specific process or TEE enclave (cf. § 3.4). Note that throughout the
paper, we assume local attackers with control of user or OS processes that try to attack
local key handles, including their usage restrictions and remote provisioning procedure
(cf. TMjocal and TM;emote). Regarding TEE bindings, we support TEEs based on physical
memory protection (PMP), e.g., Keystone enclaves [LKST20], and are in line with their
threat models by assuming the TEEs and their monitor firmware to be trusted (TMpTEE)-
For the optional process binding feature (only), we must relax our threat models: In the
current RISC-V ISA and OS designs, processes and their IDs (identifiers) are assigned
and managed by the OS. Therefore, process bindings can only be reliable while the OS
is uncompromised (TMpproc), as OS-level attackers can manipulate the binding IDs.
Designing OS-isolated, fully CPU-managed process IDs is out of scope. KeyVisor’s other
key handle restrictions (e.g., revocation) stay secure within TMpca1 and TM emote-

3 Design Concepts

In the following, we introduce the design concepts of KeyVisor, our hardware extension for
protecting symmetric keys using key handles with CPU-enforced usage policies. Without
loss of generality, we present the concepts tailored to 128-bit user keys for AEAD cipher
operations, and target the 64-bit RISC-V ISA. Our choice is motivated by the open-source
nature of RISC-V and the wide usage of AEAD ciphers, such as AES-GCM in TLS, Ascon
in ToT settings, or ChaCha20-Poly1305 in the WireGuard VPN [Don17]. While KeyVisor’s
focus is on symmetric keys for AEAD ciphers, KeyVisor could support most symmetric
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Figure 1: KeyVisor allows CPUs to replace in-memory keys with protected key handles
usable only via new CPU instructions in a policy-defined way, e.g., by the owner process.

non-AEAD ciphers without limitations (cf. § 5.3). We will briefly discuss the support of
non-AEAD ciphers and asymmetric (private) keys in § 7.

3.1 KeyVisor in a Nutshell

KeyVisor offloads the confidentiality protection and usage control of symmetric user
keys from vulnerable software services to the CPU. That way, KeyVisor can provide fast
cryptographic operations in hardware (de-/encryption) while enforcing strict key isolation
based on the CPU-encoded user context. With KeyVisor, software can use a new CPU
instruction to securely wrap their keys (user keys) with a visor key that is only accessible
by the local CPU (see Figure 1). The resulting key handles never leak the plaintext keys
and can thus be managed in unprotected memory and storage. Software can use key
handles for cryptographic operations only via new CPU instructions that enforce usage
restrictions before securely unwrapping the keys and performing the requested AEAD
operations efficiently in hardware (e.g., user data encryption). The plaintext keys can be
wiped from memory, thus preventing any leakage to local or remote attackers.

Among KeyVisor’s key concepts that distinguish it from existing key protection solutions
are its fine-grained key usage control and revocation management. When a user key is
transformed into a key handle, users can specify a usage restriction policy that governs
how and by whom the handle can be used to encrypt or decrypt data. KeyVisor securely
associates the policy with the handle and enforces its rules on each handle-based operation,
without sacrificing performance. The handle policies support high-level rules that specify
the permitted AEAD cipher (e.g., AES-GCM) and types of crypto operations, e.g., “only
permit decryption”, as well as lifetime rules limiting the number of permitted handle uses,
e.g., one-time keys. In addition, KeyVisor’s tight CPU integration—in contrast to external
solutions like TPMs—enables context-sensitive policy rules based on the CPU-exposed
caller information, e.g., the current process ID or CPU privilege level. That way, KeyVisor
can bind key handles to specific caller contexts, e.g., the kernel or a specific user process,
which renders stolen handles unusable even by local attackers. In addition to restricting
handle policies, KeyVisor enables (authorized) software to request revocation of a handle’s
key via a CPU-internal key handle allowlist, which is based on an efficient hardware
caching structure, called Handle State Cache (HSC). Furthermore, KeyVisor introduces
an (optional) authenticated Remote Key Provisioner which can securely receive user keys
and restriction policies from a remote system and forward them to KeyVisor’s handle unit.
That way, remote services can share keys that never leak in plaintext to the local software
and whose usage is tightly controlled. In § 6.3, we will describe how KeyVisor efficiently
solves the web, network, and automotive key protection challenges described in § 2, and
explore further scenarios in § 7.
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Figure 2: The Key handle format contains the encrypted user key, the AES-GCM IV and
tag, and the handle usage policy (bits 0 to 128). The policy is signed as GCM AAD.

3.2 Transforming Keys into Protected Handles

In order to benefit from KeyVisor’s protection guarantees, software services must transform
their raw user keys (e.g., AES keys) into secure key handles and then wipe the unwrapped
keys from untrusted memory. KeyVisor adds a new CPU instruction for generating
protected key handles that services can directly execute. In KeyVisor, one key handle
represents one user key and its associated usage restriction policies. In contrast to OS file
or socket descriptors which only encode an index into an internal OS table containing all
associated data, KeyVisor encodes the key and most of the usage policies directly in the
key handle object itself. That way, KeyVisor avoids large expensive CPU-internal memory
and lets software store the key handles in untrusted memory or disk storage.

KeyVisor must protect the key handle-encoded data against tampering and key ex-
traction. Otherwise, attackers might overwrite the usage restrictions to gain uncontrolled
handle access, or even leak the encoded user key. Therefore, KeyVisor introduces a
CPU-internal AES-GCM engine and one internal AES key, referred to as the visor key.
KeyVisor uses the AES-GCM engine and visor key to wrap each key handle, i.e., encrypt
and sign it. The visor key is securely generated by the CPU using a true random number
generator (TRNG) and stored in a protected CPU register only accessible by KeyVisor.
Consequently, only KeyVisor can decrypt the key handle and therefore extract and use
the user key.

To be precise, on handle generation, KeyVisor performs an AES-GCM operation in
hardware that uses the visor key kyisor to authentically encrypt the user-provided key
kuser- A handle usage policy is derived from the user-specified restrictions and is used as
additional authenticated data (AAD), i.e., it is signed but not encrypted. That way, the
policy is bound to kyser, protected against tampering, and still readable by user software.
For each new key handle, KeyVisor adds an entry to its CPU-internal allowlist which
keeps track of all valid handles, as we will explain in § 3.4 and § 3.5. The resulting key
handle is shown in Figure 2, consisting of the encrypted k,ser, the authentication tag and
initialization vector IV} gnqie of the authentic encryption, and the usage policy. KeyVisor
calculates a fresh IV} gna1e for each handle using a linear feedback shift register (LFSR)
(cf. § 3.3 and § 4) to prevent IV collisions. Otherwise, IV collisions would break the security
of AES-GCM and thus allow for leaking information on the associated user keys. We will
explain the usage policies of KeyVisor’s handles in § 3.4, and briefly discuss alternative
key wrapping schemes in § 7.

3.3 Handle-based Data De-/Encryption

Software services can use KeyVisor’s protected key handles to perform AEAD operations
(encrypt-sign, decrypt-verify) with the policy-permitted cipher, e.g., AES-GCM. KeyVisor
ensures that only valid handles can be used and that their restriction policies are securely
enforced by the CPU on each operation—without leaking information on the plaintext key.
KeyVisor defines one CPU instruction for encryption and decryption respectively that can
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Figure 3: Simplified block diagram of KeyVisor’s hardware implementation.

be directly executed by software in line with the policy, e.g., permitted privilege levels.
The instructions take two input registers storing memory pointers to the key handle and an
I/0 structure containing pointers to the required plaintext/ciphertext and cryptographic
metadata, e.g., the authentication tag for decryption.

On instruction execution, KeyVisor checks the key handle and usage policies before
performing the requested crypto operation. KeyVisor first loads the key handle and
unwraps it, i.e., verifies its integrity and decrypts the embedded user key using the visor
key and GCM tag. If an attacker has tampered with the key handle data, including
IVhandie and usage policy (used as AAD), the unwrapping fails and denies the operation.
Upon success, KeyVisor checks if the handle is valid using its internal allowlist (HSC,
§ 3.5) and enforces the handle-associated usage restrictions, e.g., permitted operations or
process-binding (discussed in the next section). If any of the checks fails, the requested
crypto operation (encrypt/decrypt) is denied. By completely loading and checking the
handle and its restriction policy before usage, KeyVisor prevents Time-of-Check-to-Time-
of-Use attacks [Jin05] that try to concurrently tamper with the handle in memory, e.g., to
bypass restrictions. Finally, KeyVisor loads the crypto and user data (block-wise) from
the given input addresses and performs the actual AEAD de-/encrypt operation.

In principle, KeyVisor lets the user control the IV, used for encryption and decryption
operations, like existing designs (e.g., OpenSSL, Intel Key Locker). However, there is one
important exception: users cannot choose the 1Vy,:, used by encrypt-only key handles.
Otherwise, attackers could exploit that stream-cipher based AEADs allow to decrypt data
using the encrypt operation, bypassing encrypt-only handle restrictions—as we will explain
in § 5.3. Therefore, KeyVisor uses a hardware full-cycle LFSR [WM12] to generate a fresh,
collision-free I'Vy,:, on each operation of encrypt-only handles, preventing such attacks.
In that case, the resulting integrity tag and used IV, are output to the I/O structure.

3.4 Handle Usage Policies and Revocation

By default, KeyVisor’s key handles would be usable for crypto operations by whoever
has memory access to them. Therefore, to protect handle access, KeyVisor introduces
CPU-enforced per-handle usage restriction policies that enable users to easily specify if,
how, and by whom key handles can be used. KeyVisor associates a policy on handle
creation (§ 3.2) and enforces it on each handle-based operation with a minimal overhead.

Restrict how handles are used. One set of KeyVisor’s restrictions controls how key
handles can be used. This currently includes the selection of the permitted AEAD cipher
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and cipher operations. Users can deny encryption or decryption operations for a handle,
which enables en-/decrypt-only handles that add asymmetric usage restrictions to otherwise
symmetric crypto keys. In § 6.3.3, we show how they can enforce read-only access to TLS
connections for a traffic monitor. While KeyVisor’s focus is on AEAD ciphers, in principle,
KeyVisor can also support non-AEAD ciphers, e.g., block ciphers like AES-CBC or stream
ciphers like AES-CTR. However, as we will explain in § 5.3, it is not possible to enforce
secure en-/decrypt-only handles for existing non-AEAD stream ciphers.

Restrict if handles are valid. The second set of restrictions controls if a handle is valid
and when it becomes invalid. KeyVisor manages an allowlist of valid handles to avoid the
necessity to keep track of a potentially endless number of invalid or revoked key handles.
Since the validity of a handle inherently changes over time, this information cannot be
stored inside the handles. Otherwise, an attacker could copy a valid handle and, once the
original handle has been revoked, keep using the still valid copy. Therefore, KeyVisor stores
the handle allowlist in CPU-internal memory combined with its per-handle state cache
entries (HSC). On handle creation (§ 3.2), KeyVisor flags the new HSC entry associated
with the handle as valid. To invalidate a key handle, KeyVisor provides a new CPU
instruction that takes the handle address as input. The instruction unwraps and checks
the key handle (cf. § 3.3) before flagging the respective HSC entry as invalid. We discuss
KeyVisor’s current revocation strategies and who can revoke handles in Appendix A.
Additionally, KeyVisor supports a counter-based lifetime restriction for key handles, that
limits the number of allowed en-/decrypt operations of a handle and revokes it when
reaching zero. That way, one-time or usage-limited handles can be implemented, e.g., as
used for a licensing scheme in § 6.3.2. As the counters must be updated on each operation,
similar to the handle validity, they cannot be stored inside the handles. Instead, each
counter is stored in a handle’s CPU-internal state cache entry (cf. § 3.5).

Restrict who uses handles. Finally, KeyVisor implements restrictions that control by
whom a handle can be used. First, users can define as subset of permitted CPU privilege
levels, including user space, kernel space, or monitor mode. KeyVisor’s instructions check
the caller’s privilege level directly via the respective CPU register. That way, handles can,
for instance, be bound to the OS kernel, preventing user space attackers from using them.
Second, handles can optionally be bound to a process or TEE context, making them usable
only by that specific context, e.g., application. KeyVisor associates a unique process or
TEE identifier (ID) with a key handle to establish the binding. On each handle-based
operation, the binding is checked using the respective ID.

What CPU-level identifiers KeyVisor can securely use to distinguish process or TEE
contexts depends on the ISA, OS, and TEE (cf. § 2.1: TMpproc, TMprrR). For instance,
for our 64-bit RISC-V ISA with a Linux-based OS, the active user process can be identified
using the SATP CPU register, which stores the address of the process-specific page table and
its address space identifier (ASID). Alternatively, KeyVisor allows the binding of handles to
PMP-based TEE instances (physical memory protection), e.g., Keystone enclaves [LKS™20].
The PMP memory partitions isolate TEEs from the OS and are identified via CPU-
accessible PMP IDs. As some binding IDs might leak sensitive information, e.g., kernel
addresses of a process, KeyVisor currently stores the (optional) binding ID, i.e., SATP
value or PMP ID, in a handle’s CPU-internal memory entry (HSC). Alternatively, the ID
could be stored within the handle (policy) in a masked way, e.g., encrypted or hashed.

3.5 Handle State Cache

KeyVisor introduces a CPU-internal state cache for efficiently storing per-handle data,
called Handle State Cache (HSC). Each entry of the HSC is associated with one valid
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key handle and includes the handle’s information of its stateful restriction policies, e.g.,
the current lifetime counter value. Since handle lookups must be fast and CPU-internal
memory is expensive and limited, the HSC is designed as a small set-associative structure,
similar to CPU caches or the Translation Lookaside Buffer (TLB). That is, the HSC is
organized in sets and ways forming a table-like structure (shown in Figure 5; Appendix
Appendix A). To efficiently lookup entries in the cache, we split the bits of each key
handle’s unique IVjqna1e into a cache index (selecting the set) and a tag, with the split
depending on the implemented cache and IV size, e.g., 6 bit and 90 bit. As described in
§ 3.2 and § 4, IVhanare is generated in a collision-free and (pseudo-)random way, such that
statistically, the handles evenly spread over the cache sets. The tag is stored as part of the
handle entries. On a handle-based operation, KeyVisor can use the index to select the
correct cache set and then concurrently compare the tag in each way to pick the correct
handle entry. In Appendix B, we discuss how to overcome the in-CPU size limitations of
the HSC using memory swapping, enabling practically unlimited handles.

3.6 Remote Key (Handle) Provisioning

So far, we explained how clients can protect local keys using KeyVisor. However, many
use cases involving symmetric keys require secure remote key sharing or provisioning. For
instance, consider a network IDS (NIDS) for TLS traffic as described in § 2, which requires
the TLS keys to be shared between the connection peers and the additional NIDS host.
Unfortunately, a system sharing keys with a remote host has no control on how they are
used by that host. A compromised NIDS host could abuse the shared keys to stealthily
tamper with the TLS traffic. In such cases, it would be beneficial if the keys would not
directly leak to the NIDS host and could be restricted in usage, permitting only decrypt
operations to enforce read-only traffic access even if the NIDS host gets compromised.

Therefore, KeyVisor foresees the integration of a Remote Key Provisioner (RKP) to
enable such use cases. The RKP securely receives remote keys and usage policies and
directly forwards them to the local KeyVisor handle unit for wrapping. That way, untrusted
local software, e.g., the NIDS, never gains direct access to the remote keys as they will
become usable only as protected key handles with KeyVisor-enforced usage policies.

The RKP requires the following features to enable such secure key sharing: an authen-
tication mechanism, (confidential) isolation from the local system, and a direct interface
to the KeyVisor CPU extension. Remote peers authenticate the RKP to establish a secure
channel for sharing keys (and usage policies), e.g., based on a key exchange protocol
and hardware-based remote attestation. The isolation and direct interface of the RKP
guarantee that the received remote keys do not leak to the local software and can be directly
passed with their policies to KeyVisor for a secure key handle transformation (cf. TM;emote
in § 2.1). We deem multiple implementation variants possible, e.g., a full hardware module
or extension, a lightweight CPU extension cooperating with an external key manager such
as a TPM [EGLA24], or a trusted software module isolated by a CPU-provided TEE. Our
prototype implementation is based on the Keystone TEE [LKS™20], as discussed in § 4.

4 Implementation

To demonstrate our concepts, we implemented an open-source RISC-V (RV64) prototype
of KeyVisorl® as a hardware extension to RocketChip [AAB*16] and the Chipyard
framework [ABG™20]. We use Chipyard to instantiate a 64-bit RocketCore CPU equipped
with a 5-stage in-order pipeline, and we integrate the Keystone project [LKST20] to enable
TEE support in the form of secure enclaves. Our extension is implemented in the Chisel
hardware description language and focuses on key handles for AES-GCM operations. In
§ 7, we will explain how KeyVisor could be ported to other ISAs (e.g., x86 or Arm), and



12 KeyVisor — An ISA Extension for Protected Key Handles

discuss in how far KeyVisor could be extended to support other types of ciphers, e.g.,
non-AES or non-AEAD ciphers.

As shown in Figure 3, our prototype consists of a main steering unit, the handle wrapper
unit and HSC for handle management, the en-/decryption unit for handle-based operations,
as well as an IV generation and AES-GCM unit. The steering unit serves as the main
control unit of the KeyVisor extension and integrates the new key handle instructions using
the RoCC interface provided by RocketCore: wrapkey, encrypt, decrypt, and revoke.
The AES-GCM and IV units are used by the other units for the actual cryptographic
operations. Note that as we use AES-GCM for the key wrapping, we can use the same
hardware logic for the wrapping and the user-requested en-/decrypt operations, which
further decreases our area overhead (cf. § 6.1). To enable memory access, KeyVisor is
connected to the memory interface of the CPU L1 caches using RocketChip’s HellaCache
interface, allowing to fetch data from the cache or RAM. In production environments, the
visor key is securely generated by the CPU’s TRNG on startup, or loaded from a secure
non-volatile storage. In the current prototype, we load the key from memory instead. The
prototype does not yet implement the HSC swap memory (cf. Appendix B) and executes
the instructions in a blocking way, halting the single-issue pipeline of the RocketChip CPU
during computation—both could be improved in future versions.

AES-GCM Unit. KeyVisor’s current implementation builds on an AES hardware unit
with support for AEAD in order to protect the key handles and provide handle-based
crypto operations. Our current prototype focuses on the frequently used GCM mode.
We implement the AES unit as a black box based on an open-source AES128-GCM
implementation [Ber23]. In principle, other AES-GCM implementations can be used to
achieve different area-performance tradeoffs (cf. § 6.1). Moreover, as mentioned before,
AES-GCM could be replaced or augmented with other (non-AES) AEAD ciphers, e.g.,
ChaCha20-Poly1305 [NL15] (cf. § 7).

The AES unit is only accessible by KeyVisor’s new CPU instructions. KeyVisor queries
the AES unit for AES-GCM operations by transferring an AES key and the required
data, e.g., plaintext/cipher, AAD, or authentication tag. On key handle generation, the
AES unit authentically encrypts the plaintext user key with the visor key, and signs the
usage policies as AAD. On handle-based crypto operations, the AES unit performs the
user-requested operation (encrypt/decrypt) with the handle’s decrypted user key.

Collision-free IV Generation. KeyVisor must ensure that the IV’s used for key handle
generation (IVhanaie) and encrypt-/decrypt operations (IVy,tq) are collision-free. As AES-
GCM is insecure under IV collisions, otherwise, attackers might try to exploit collisions to
recover information on the plaintext of encrypted user data or on the GCM authentication
key in order to spoof tags. While the IVs must be unique, they need not be random.
Therefore, we implement a four tap LFSR with n = 96 and maximum cycle length [WM12]
to sample 96 bit IVs. The LFSR is clocked every time a new IV is required, thus ensuring
that collisions can occur only after 2°¢ handle generations or crypto operations. Note that
an attack purposely trying to overflow the LFSR would require more than 2.5 - 10'2 years
when assuming 1ns per operation (1 GHz clock), and is thus infeasible in practice.

CPU-Internal Registers and Memory. KeyVisor adds new CPU-internal registers and
SRAM to store its internal state information. As our current implementation uses AES-
128-GCM for the key handle protection, KeyVisor adds a secure 128 bit register for the
visor key that is only accessible by KeyVisor. We implement the HSC in CPU-internal
SRAM as a 2-way set-associative caching structure with 64 sets. Accordingly, we use the
lower 6 bit of each IVj,nqie as the index to select the set, and the remaining 90 bit as
tag for selecting the way (cf. Figure 5, Appendix). We store the tag in the respective
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HSC handle entries together with the key handle’s 64 bit binding ID and the current
8 bit lifetime usage counter if enabled. Our implementation does not store the validity
flags of the key handle allowlist mechanism in the HSC for efficiency reasons. Instead, we
implement a 128 bit-field register. Each bit in the register indicates the validity of the key
handle associated with one of the 128 (2 x 64) HSC entries and is set/unset on handle
creation and revocation accordingly.

Handle Wrapper. The handle wrapper unit is responsible for creating, unwrapping, and
revoking key handles, as well as enforcing the associated restriction policies. Accordingly,
the handle wrapper is involved in all new CPU instructions added by KeyVisor.

As shown in Figure 2, KeyVisor currently implements 512 bit key handles that embed
the encrypted user key and the associated usage policy. As we build on AES with 128 bit
keys, the cipher and tag length are 128 bit accordingly. Similarly, we reserve up to 128 bit
for I'Vhandie, €.g., AES-GCM and ChaCha20-Poly1305 require 96 bit by default. The lower
128 bit of a handle are used for the key handle-embedded usage policy information. The
current calling convention of KeyVisor’s instructions passes handles via memory. Therefore,
the key handle fields are 64 bit-aligned to enable faster CPU access. Alternatively, as
the key handles fit into four extended 128 bit registers, a future implementation could
support a faster register-based calling convention. The usage policy data is divided into
five groups. The fields are encoded as space-efficient bit-fields which select the AEAD
cipher (Algorithm), permit en-/decrypt operations (Crypt.Attr.) or caller privilege
levels (Privileges), or enable usage restrictions, e.g., process-binding or usage counters
(Feature Map). As process binding requires OS support to retrieve the target process
ID (cf. § 3.4), we added an extra handle flag (SelfBind) that enables user processes to
directly bind handles to their current process. Process and enclave binding are overloaded
using the PMPMode switch, i.e., only one can be used for a key handle at a time. The gray
fields and reserved block (R) in Figure 2 indicate future extensions (cf. § 7).

The key handle creation is implemented by KeyVisor’s wrapkey CPU instruction. It
takes two memory references: one to a 384 bit handlegen structure, containing the user’s
AES user key (plaintext) and usage policy data, and one defining the output address of
the resulting key handle. The policy data is similar to that included in the key handle
(Figure 2), but can additionally include a 64 bit binding target ID (process or PMP ID)
and an 8 bit usage counter. The keywrap instruction transforms the user key into a valid
KeyVisor key handle. First, the usage policy data (except of the binding ID and usage
counter) is copied from the handlegen into the key handle. Afterwards, a new IVjandie
is generated using the LFSR. The handle wrapper then derives a cache index based on
the I'Vihandie and uses it to add a new entry to the HSC, storing the tag, binding ID,
and counter. Afterwards, the handle wrapper starts the authentic encryption operation
by loading the required data into the AES-GCM module: the visor key as key, the user
key as data, the usage policy as AAD, and IVjgnqie- The resulting cipher and GCM tag
are written into the key handle together with the used I'Viandaie, completing the handle
generation.

On a handle-based operation (e.g., encrypt), the handle wrapper is responsible for
unwrapping the key handle and enforcing its usage restrictions. First, the handle wrapper
loads the cipher, GCM tag, IVhandie, and AAD (usage policy) from the key handle and
inputs it into the AES-GCM unit to perform the decryption and signature verification
using the visor key. Afterwards, the handle wrapper looks up the HSC entry based
on the cache index derived from IV} gnqe and checks if the key handle is valid and the
usage policy restrictions are satisfied. On success, the handle wrapper can continue the
requested operation, e.g., by forwarding the plaintext user key to the en-/decryption unit,
or performing a handle revocation.

KeyVisor’s revocation instruction removes a key handle from the CPU-internal allowlist.
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First, the handle wrapper unwraps and checks the handle. If the operation is permitted
(cf. Appendix A), the handle wrapper identifies the handle’s bit-field entry in the allowlist
register based on the position (set, way) of its HSC entry. Finally, the valid bit is unset to
revoke the handle, and the HSC entry can be reused. If all key handles bound to a given
process or PMP ID should be revoked, KeyVisor revokes the handles of all HSC entries
with matching IDs.

Handle-based De-/Encryption Unit. The de-/encryption unit performs handle-based
crypto operations on user data, as described in § 3.3. KeyVisor implements two respective
CPU instructions: encrypt and decrypt, which take a pointer to an I/O structure and the
key handle as inputs. First, the handle wrapper unit verifies the key handle, and decrypts
and forwards the contained user key to the de-/encryption unit. The de-/encryption
unit loads the required data (plaintext/cipher) and AAD from the memory addresses
given in the I/O structure, either generates a fresh 96 bit IV, using the LFSR (iff
encrypt-only handle) or loads the user-given IVy,.,, and if a decryption was requested,
loads the authentication tag. The unit forwards the information to the AES-GCM-128 unit
which block-wise performs the requested encrypt/decrypt operation in place, i.e., directly
writing to the input data address given in the I/O structure, for zero-copy processing.

TEE-based Remote Key Provisioner. We implemented the RKP (see § 3.6) as a trusted
Keystone enclave [LKST20]. Keystone enclaves are hardware-isolated using RISC-V PMP
and support remote attestation. Thus, they enable remote services to verify the authenticity
and security of the RKP before sharing AES keys. Remote services can establish a remote
channel by performing a key exchange as part of the attestation process [KSCT18, SR20]
to send the key and associated usage policy. As KeyVisor’s instructions can be called
from within Keystone enclaves, the RKP enclave can directly transform the key into a
protected key handle and wipe the plaintext key from memory. A local service can host
an RKP enclave instance and proxy the secure remote connection to the enclave, receiving
the resulting key handle(s) via shared memory. The plaintext key is never leaked. In § 6.3,
we present two use cases (UC-2 and UC-3) enabled by KeyVisor and an RKP.

5 Security Analysis

In this section, we discuss the security of KeyVisor.

5.1 Impact of Local Software Attackers.

As described in our threat model (cf. § 2.1), we assume local user- and OS-level attackers
trying to gain unrestricted access to user keys by attacking local key handles (TMjoea)) or
the remote key provisioning (TM,emote). We assume that local software transforms their
user keys into protected key handles while being uncompromised. Otherwise, their keys and
usage restrictions would already be under control of the attackers. For remotely-provisioned
keys, KeyVisor’s Remote Key Provisioner ensures that trusted remote services can securely
send the keys and restriction policies to KeyVisor, without risking leakage to or tampering
by local attackers (TM,emote). The Remote Key Provisioner is hardware-isolated from
user- and OS-level attackers, supports authenticated E2EE communication, and directly
forwards the keys to KeyVisor to transform them into protected key handles (cf. § 3.6).
Even strong OS-level attackers cannot leak the unrestricted (plaintext) user keys from key
handles or bypass the enforcement of their restrictions. The visor key is CPU-generated and
accessible only by KeyVisor. Therefore, only KeyVisor can unwrap key handles to access
the user keys. Furthermore, this implies that handles can only be used via KeyVisor’s
CPU instructions, guaranteeing the enforcement of a handle’s usage restrictions. That
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is, even if local attackers gain direct control over key handles, e.g., by compromising the
owning process or stealing key handles across process boundaries via side-channel attacks,
attackers cannot reveal the wrapped user key or disable a handle’s usage restrictions. Any
manipulated or bogus key handle or usage policy is detected and refused by KeyVisor as
part of the integrity checks (here: AES-GCM-based).

The only type of handle restrictions affected by local OS-level attackers is the optional
process binding of a key handle (cf. § 3.4). In the current RISC-V ISA and OS implemen-
tations, processes are managed by the OS, including the page table and address space
information used by KeyVisor as their unique binding IDs. Therefore, OS-attackers can
bypass key handle bindings, e.g., by assigning a malicious process the binding ID of a stolen
key handle. Consequently, KeyVisor’s optional process bindings are currently only reliable
while the OS is uncompromised (cf. TMpproc in § 2.1). In contrast, the PMP memory
partitions and IDs used for TEE bindings are managed by the monitor-mode firmware.
Therefore, TEE bindings are reliable even if the local OS has been compromised. Note
that the threat model of TEEs assumes a trusted monitor (TMyTgg), but key handles and
their other (non-binding) usage restrictions are also secure under a compromised monitor.

5.2 Attacks against KeyVisor's Hardware Components.

With KeyVisor, we present a hardware security extension that is integrated into the CPU
microarchitecture. Thus, it is important to make sure that our extension does not introduce
new vulnerabilities to the microarchitecture.

The KeyVisor extension can, in principle, be shared between multiple CPU cores.
Since most of KeyVisor’s operations depend on the AES hardware unit, new KeyVisor
instructions must be stalled while the extension is busy. That is, if process A / core
A is currently executing a KeyVisor instruction, and process B / core B also issues a
concurrent KeyVisor instruction while the hardware extension is still busy, the pipeline of
process B / core B needs to stall. Note that only KeyVisor instructions are affected. B
can execute non-KeyVisor instructions concurrently without a pipeline stall. Due to the
sequential processing, cross-domain data leakage during parallel usage of KeyVisor can be
prevented easily. Naturally, the implementation must ensure not to output old data from
internal registers, e.g., in case of a failed handle verification. This can be safely achieved
by clearing internal registers at the end of each operation. Though, due to the shared
(limited) hardware resources and resulting stalling, it is feasible for attackers to observe
the utilization of KeyVisor by measuring the latency of KeyVisor instructions and thus
launch a timing-based side-channel attack. However, such an attack only leaks information
on whether another process is using KeyVisor but not about the user data itself? or the
AES keys, i.e., the visor key or user keys. Similarly, depending on the implementation, the
Handle State Cache may leak information on which key handles have recently been used
based on the timing of the handle verification. Again this does not reveal information
about the keys or the processed data. Note that if the workload heavily relies on KeyVisor,
KeyVisor could be implemented as a pipelined architecture supporting new instruction
invocations in every clock cycle, optionally including further performance optimizations
(e.g., prefetcher leveraging KeyVisor’s deterministic memory access patterns).

Our current focus is on software-based attackers while most physical hardware attacks
are out of scope, as described in § 2.1. However, note that while KeyVisor’s key handles
prevent DMA or cold boot attacks from stealing unrestricted user keys from DRAM, it is
important to ensure that KeyVisor’s AES unit and critical hardware registers containing
key material are protected from physical attackers, e.g., by using masked implementations.
This challenge is shared with other hardware-based key handle designs, and particularly

2Note that the length of the processed data may be leaked by timing. This is an inherent problem of
variable-sized inputs.
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relevant in settings where attackers can gain easy hardware access (e.g., IoT). Note that
KeyVisor is directly integrated into the CPU package and therefore can benefit from
existing CPU hardening techniques, e.g., against physical reverse engineering.

5.3 Challenges of Encrypt-/Decrypt-only

The introduction of encryption- and decryption-only key handles (cf. § 3.4) poses some
challenges from a security point of view. Intuitively, cipher modes that encrypt data using
a traditional block cipher like AES rely on the inverse block cipher function to decrypt
the data. This is, for example, the case for AES-ECB and AES-CBC. However, when the
block cipher is used in a stream cipher mode of operation, e.g., in AES-CTR or AES-OFB,
the inverse function is not used. Instead, the block cipher is used to generate a keystream
that is XORed with the plaintext or ciphertext, resulting in identical encryption and
decryption operations. Therefore, the operations of these ciphers cannot be restricted,
because attackers can use encrypt operations to decrypt data and vice versa, thus bypassing
de-/encrypt-only restrictions. Consequently, while KeyVisor could provide secure key
handles with usage restrictions (e.g., revocation) for non-AEAD keys, KeyVisor cannot
enforce de-/encrypt-only handles for stream ciphers like AES-CTR due to their design.
AEAD ciphers like AES-GCM or ChaCha20-Poly1305 face similar challenges for these
usage restrictions. Therefore, Intel Key Locker’s de-/encrypt handles are insecure for
stream and AEAD ciphers. However, in the following, we explain how KeyVisor’s hardware
support for AEAD enables the design of secure de-/encrypt-only handles for AEAD ciphers.

Encryption-only. AEAD ciphers additionally perform data authentication, i.e., after
data (dt) en-/decryption, they generate/verify an authentication tag over the cipher and
optional additional data (ad). Generally, in such cases, it does not hold that

Ency iv(Ency i (dt, ad), ad) = Decy, i (Ency i, (dt, ad), ad) (1)

since the double-encryption on the left side of the equation would yield an authentication
tag different from the encryption-decryption on the right side. Therefore, one could
assume that the encrypt-only restriction would be trivially compatible with AEAD ciphers.
However, for constructions like AES-GCM or ChaCha20-Poly1305, it holds that

Ency iv(Ency i (dt, ad), ad) = (dt,t'), (2)

with ¢’ being the authentication tag of the second encryption. That is, the double
encryption returns the correct plaintext and only deviates in the authentication tag ¢’ from
the encryption-decryption on the right side of Equation 1. Thus, if the attacker chooses to
ignore the authentication tag, they can still decrypt the message using an encryption-only
handle. To avoid this, for each encryption operation that has the encryption-only restriction,
KeyVisor generates IV, collision-free in hardware (cf. § 3.3 or § 4), thus rendering it
impossible for an attacker to choose colliding IV, and perform the double-encryption to
bypass the encrypt-only restriction.

Decryption-only. The decrypt instruction of KeyVisor does not return an authentication
tag. Instead, it compares the user-provided tag with the tag that is computed during
the decryption, and indicates the result, i.e., the validity of the ciphertext, as a return
value of the instruction. While an attacker can use a decrypt-only handle to produce
ciphertexts by decrypting plaintexts under a chosen V4, the attacker cannot produce a
valid authentication tag since the decryption never returns an authentication tag. Thus,
the attacker would need to forge the authentication tag without knowing the key, which,
by design, is not feasible for AEAD ciphers.
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Table 1: Area utilization of our KeyVisor prototype.
LUTs FFs % of LUT Overhead

CPU w/o KeyVisor 154594 134958

CPU w/ KeyVisor 179118 138888 total: 15.9%
AES GCM 19428 1851 79.2%
Enc / Dec Unit 1296 278 52%
Gen IV 2 96 0%
handle wrapper 1418 164 5.7%
HSC 848 624 35%
Mem. Access 834 271 3.5%

6 Evaluation

In this section, we analyze KeyVisor’s hardware costs and measure its performance.
Moreover, we show how KeyVisor’s concepts solve the challenges of the three real-world
use cases presented in § 2.

6.1 Area

Table 1 shows the hardware utilization of KeyVisor on a Xilinx Alveo U250 data center
accelerator card. Overall, KeyVisor adds ~16 % lookup table (LUT) overhead (=24.5k),
and ~3 % flip-flop (FF) overhead (/3.9k) to the RocketChip CPU core. Note that the
relative area overhead appears bigger due to the small size of the core itself (RocketChip is a
single-issue in-order CPU). On larger processors, the relative overhead will be significantly
smaller. Furthermore, about 80 % of the total LUT overhead introduced by KeyVisor
results from the AES-GCM unit. If a smaller area overhead is preferred over performance,
a more lightweight AES-GCM implementation can be used instead. The remainder of
KeyVisor’s hardware costs results from its handle wrapper, data en-/decryption logic, and
the HSC. Note that the HSC requires additional SRAM memory which is not shown in the
table. For the prototype, we implemented a 2-way set-associative HSC with 64 sets (128
entries). Each entry holds 162 bit (cf. Figure 5), i.e., 2.6 kB of SRAM memory are added.

6.2 Performance

In this section, we first present microbenchmarks of KeyVisor’s new CPU instructions to
determine the encryption and decryption performance. Then, we compare the performance
of KeyVisor with two widely adopted software libraries (OpenSSL, mbedTLS), and analyze
KeyVisor’s overhead on top of CPU-based AES-GCM accelerators. In addition, we
provide a conceptual performance comparison between KeyVisor and its closest existing
related work: Intel Key Locker. Note that, as discussed in the respective section, a direct
comparison of their performance is infeasible, due to the significant platform differences
between our FPGA-based RISC-V prototype and commercial x86 CPUs.

6.2.1 Microbenchmarks

Figure 4 shows the encryption and decryption performance of KeyVisor with varying
data and AAD sizes in four-byte steps. Each pixel of the heatmap is averaged over 100
iterations with random inputs. The de-/encryption of payloads with 4 B of data and AAD
takes 188 clock cycles on average, and that of payloads with 200 B of data and AAD takes
421 cycles. Most of the latency results from the memory interactions, as the AES data
blocks need to be loaded from and stored to memory in 64 bit chunks.
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Figure 4: Performance of KeyVisor encryption and decryption for varying sizes of data
(x-axis) and AAD (y-axis).

As shown in the figure, the latency of KeyVisor’s encryption and decryption operations
increases linearly with the input sizes of data and AAD. However, appending further
data blocks increases the latency slightly faster than adding authenticated data. Note
that handle restrictions like process binding or decryption restrictions do not affect the
latency of KeyVisor’s instructions. These restrictions are checked within a single clock
cycle during the handle verification. The measurements in Figure 4 show a distinct
grid pattern. Notably, executions where the data (or AAD) length is a multiple of the
AES block size (16 B) have a slightly lower latency. This is because the AES-GCM unit
and KeyVisor’s de-/encryption unit are optimized to operate on full AES blocks. In
addition, the memory access granularity and alignment can contribute to timing differences.
RocketChip’s memory interface is optimized to load 64 bit data blocks from memory, but
requires multiple accesses to load shorter blocks, e.g., for 48 bit, a 32 bit followed by 16 bit
fetch. A similar effect occurs for unaligned accesses as the memory unit restricts 2% byte
accesses to 2% byte-aligned addresses.

6.2.2 Comparison to Software Libraries

To put the performance of our KeyVisor prototype further into perspective, we compare
it to software-based encryption and decryption using OpenSSL in version 1.1.1q and
MBedTLS in version 2.28.2 on the RocketChip CPU. We used the -03 compiler flag to
ensure that the software is optimized for high performance. Note, however, that this is not
an ideal comparison, as a software implementation is expected to be slower than a hardware
implementation. Therefore, afterwards, we will additionally compare the performance to
hardware implementations.

Like in the previous experiments, we measure the average performances over 100 runs
with random input data and AAD. For payloads with 4 B of data and AAD, the encryption
has an average latency of 16 232 clock cycles with OpenSSL and 22 716 clock cycles with
MBedTLS. For 200B of data and AAD, OpenSSL took 44 372 clock cycles and MBedTLS
took 40097 clock cycles on average. Notably, for the software libraries, decryption is faster
than encryption. That is mostly due to the (non-TRNG) randomness initialization and
the fact, that the authentication tag cannot be computed in parallel on encryptions. For
the AES-GCM decryption, we measured 12391 cycles and 9774 cycles for 4 B of data
and AAD, and 41623 cycles and 37727 cycles for 200 B for OpenSSL and MBedTLS
respectively. To recall, the de-/encryption of 4 B of data and AAD using KeyVisor took
188 cycles, whereas the de-/encryption of 200 B of data and AAD took 421 cycles. Hence,
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KeyVisor is orders of magnitude faster than comparable software libraries, which lies in
the nature of hardware-accelerated implementations.

6.2.3 Comparison to Hardware-Accelerated AES

To determine the difference between the performance of KeyVisor and an AES-GCM
hardware implementation without handles (pure AES-GCM), we measure the time con-
sumed for the key handle unwrapping and policy verification. After the unwrapping, the
en/-decryption of KeyVisor uses the same mechanism as a memory-mapped hardware
accelerator. In our implementation, the overhead of the handle verification and unwrap-
ping adds a constant overhead of 93 cycles when compared to a pure AES-GCM hardware
implementation. That is, of the 188 cycles needed to encrypt 4-Bytes of data with 4-Bytes
of AAD, 93 cycles are spent to verify and unpack the encryption key. The remaining 88
cycles include loading the plaintext from memory and the actual encryption. Since the
handle verification overhead is static, the percentage overhead decreases for larger data
inputs. For a typical TLS 1.2 packet, i.e., about 1500 B of data and 13 B of AAD, KeyVisor
requires 1439 cycles on average, i.e., ~6 % overhead on top of an AES-GCM hardware
unit. In our KeyVisor implementation, we utilize an open source hardware implementation.
Note that, in principle, this implementation can be exchanged with any other hardware
implementation, yielding different performance and area tradeoffs.

6.2.4 Comparison to Intel Key Locker

A direct comparison with Intel Key Locker (Intel KL) is not possible in a meaningful way,
since the implementations are based on vastly different architectures. That is, Intel KL
is available only on recent commercial grade CPUs that are trimmed for performance
and efficiency, while our KeyVisor implementation is based on an open source RISC-V
CPU running on an Field Programmable Gate Array (FPGA), targeting modifiability
and academic experiments. Recent benchmarks of Intel KL show an encryption and
decryption performance of about 3400 MiB/s for AES-XTS on a 13th generation Raptor
Lake CPU [Bae23]. These results may vary, since Intel CPUs implement dynamic frequency
scaling which adjusts the processing performance to current demand. Attempting to
compare, our KeyVisor prototype runs on a FPGA with a single core 100 MHz rocket
chip CPU and achieves a performance of about 50 MiB/s for AES-GCM. Next to the
performance gap between the CPU architectures, differences exist regarding the memory
units, e.g., RAM, that affect the overhead when fetching the user’s plaintext or cipher
data for a crypto operation. Finally, Intel KL’s instructions pass key handles via registers,
while KeyVisor’s current prototype uses memory references. Therefore, a fair comparison
of the two is unfeasible.

However, we can compare KeyVisor’s and Intel Key Locker’s designs to estimate the
expected performance difference. Both solutions unpack and verify key handles using AES.
Intel Key Locker uses AES-GCM-SIV, which is slightly slower than plain AES-GCM but
omits the need for collision-free IV generation, as implemented by KeyVisor using the
LFSR. For Intel KL, handles with 128 bit keys are 384 bit in size, which is 128 bit smaller
than the KeyVisor handles that, due to the use of AES-GCM instead of AES-GCM-SIV,
additionally include an IV inside the handle. Hence, the unpacking for Intel KL can be
faster by about 25 %. Moreover, depending on the configuration, KeyVisor needs to check
more flags in the handle, which in some cases requires accessing the Handle State Cache
(e.g., if the handle is bound to a process). This can require two additional clock cycles.

3A memory-mapped accelerator uses memory references as input to the accelerator. For example, the
hardware-accelerated AES-NI utilizes extended registers for the I/O, and is therefore different to the
approach taken with KeyVisor. Register-based approaches are typically faster, but require special registers
in the CPU. An AES-NI-style register-based approach could be implemented with KeyVisor.
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Based on the smaller handle size, the slightly slower AES-GCM-SIV, and the slightly faster
flag-checking, we estimate that an implementation resembling Intel KL on our RocketChip
CPU would reduce the static overhead for the handle unpacking and verification to about
69 cycles compared to the 93 cycles of KeyVisor. Once the unpacking and verification
(incl. policy enforcement) is finished, the usage of the actual user key differs only in the
cipher (i.e., AES mode of operation) between Intel KL and KeyVisor. That is, while
Intel KL supports only plain AES block operations in hardware, KeyVisor integrates whole
ciphers, e.g., AES-GCM, allowing for additional usage restrictions and a faster cipher
performance. As discussed above, the unpacking and verification overhead is static and
thus contributes only a small part to the overall de-/encryption overhead for larger payload
sizes, e.g., ~6 % for TLS 1.2 packets. Therefore, we expect KeyVisor to perform on par
with Intel KL in real-world use cases of AEAD ciphers, as with Intel KL, major parts of
the cipher must still be implemented in software, e.g., the GCM computation.

6.3 Use Case Analysis

We now revise the three real-world challenges introduced in § 2 and show how KeyVisor
efficiently enables secure solutions for them. For each use case, we implement a simplified
proof of concept (PoC).

6.3.1 UC-1: Ephemeral Key-value Storage for Web Services

Without KeyVisor, a web server can already store encrypted user session data (e.g.,
credentials) in an untrusted key-value database. While this prevents data leakage on a
database compromise, without using key handles, it bares the risk that attackers can leak
the key. Existing key handle solutions like TPMs or Intel Key Locker can protect the key
to render remote attacks ineffective, as the handle is only locally usable. However, local
attackers can still exploit leaked handles, because the handles are valid system-wide.

With KeyVisor, the web server can securely bind the key handle of its data encryption
key to its process context. That way, even if a key handle is stolen by a local attacker, the
CPU stops the attacker from using it, thus preventing any unauthorized data decryption.
We implemented a PoC consisting of stub web and database services, interconnected
via UNIX domain sockets. The web service generates a process-bound key handle to
authentically encrypt a value, using the associated storage key as the AAD. The web
service later queries the stored cipher using the storage key, and decrypts and verifies it
using the key handle. As the key handle is only usable by the web service process and the
key is part of the AAD, the web service knows that the data is secure and correct—an
optional counter can additionally prevent rollbacks.

6.3.2 UC-2: Automotive Feature Licensing Control

In our second use case, we considered a licensing system for automotive pay-per-use
features, that must operate securely in offline mode. The car vendors want to remotely
provision lifetime-restricted signing keys to the car for authenticating feature-enable
requests. However, TPM-like solutions and Intel Key Locker lack CPU-enforced revocation,
and Intel Key Locker does not support remote key imports. In contrast, KeyVisor can
revoke key handles based on usage counters. Moreover, KeyVisor can securely import
remote keys with associated usage restrictions. That way, vendors can provision feature
keys via the RKP, and KeyVisor enforces lifetime counters matching the licensed number
of feature uses.

For our PoC, we use a simplified model consisting of a remote vendor licensing service,
an automotive gateway processor running the majority of the car’s software, and bus-
connected computing units that control and enable features for car peripherals—here: a
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motor unit. The licensing service grants the license for the sport mode while the motor unit
activates the feature when requested by the gateway using a valid license key. The gateway
supports KeyVisor and a TEE-based RKP (cf. § 4) interacting with the licensing service
via an authenticated (attested), E2EE connection [KSC*18, Enc21, SDHT22, SR20] to
receive the license. The license includes the number of permitted feature activations (cntr)
and a feature-specific AES key known by the motor unit, e.g., statically derived from a
shared master key. The RKP transforms the key into a key handle and limits the handle
usage to cnir authenticated encryption (signing) operations, before wiping the key from
TEE memory. Afterwards, the handle is shared with the gateway service which can use it
to request feature activation. To activate a feature, the gateway uses the license key handle
to sign a nonce of the motor unit, and sends the request via the bus to the motor unit.
The key handle is counter-restricted and will be revoked when the licensed number of uses
has been completed. More formally, the key derivation, handle creation, and feature-enable
request for a feature ftr can be described as:

aes-keyyp,, = KDF(aes-key,, qserl|names)
entr-khndly, == handle-wrap({cntr}, aes-keyy,)
reqy,. = auth-enc({ cntr-khndly, }, nameg.||nonce)

”H??

where is the byte string concatenation and regp,. the request.

In our PoC, our KeyVisor-enabled FPGA represents the car with a Keystone-based RKP,
and the connected workstation hosts the vendor service. The RKP enclave communicates
with the vendor service via an encrypted and attested channel. A non-TEE gateway
process receives the key handles from the enclave and performs the feature activation
protocol with the motor unit process. We model the car bus via local UNIX domain
sockets.

6.3.3 UC-3: Read-only TLS Traffic Monitor

Finally, we envision a third-party service that offers traffic monitoring (e.g., NIDS, on-path
NIPS), e.g., to find attacks in the TLS traffic of monitored workstations. The monitoring
service needs to have read-only access to the (decrypted) traffic, but should not be able to
manipulate plaintexts. Existing approaches sharing the plaintext connection keys cannot
prevent such manipulations, and also TPMs or Intel Key Locker cannot securely enforce
decrypt-only key handles. With KeyVisor, it becomes possible to securely provision the
TLS connection keys as decrypt-only handles for tamper-free traffic monitoring.

We envision the following design: The middlebox hosting the monitoring service
supports KeyVisor with an RKP. The enterprise clients (workstations) use modified TLS
libraries that securely send the AES connection keys with decrypt-only policies to the
RKP. The RKP shares the decrypt-only key handles with the traffic monitor, which stores
them together with the associated metadata (connection info, IVs) from the clients. The
service can then look up the handles using the connection metadata, decrypt the client
TLS traffic—captured on-path or forwarded by a router—and monitor the plaintext data.
If the service becomes compromised, attackers cannot tamper with the connections as
KeyVisor prevents usage of the decrypt-only handles for (re-)encrypting tampered packets.

We provide a PoC for clients using the mbedTLS library and TLS 1.2 connections
with AES-128-GCM ciphers. We use our FPGA as both, the monitoring host and TLS
target server. The TLS client runs on a separate system of the same local network. The
client connects to the server to send an HTTP request. During the TLS handshake, the
TLS library establishes a secure connection to the RKP enclave running on the FPGA
(cf. previous use case) and shares the AES connection keys. The RKP passes the key
handles to the traffic monitoring process via shared memory. For the traffic capturing,
the monitoring process uses libpcap. In our PoC, the synchronous key sharing adds an
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overhead of about 15.2% to 20.4% on top of the TLS handshake. This is acceptable
especially for mid-to-long-term connections and can be further reduced by asynchronous
sharing.

7 Discussion and Future Directions

In this section, we discuss KeyVisor’s portability to other platforms, ideas for additional
usage restrictions and use cases, as well as support for alternative wrapping or user ciphers.

Porting to other Architectures. While KeyVisor’s current implementation focuses on
RISC-V with a TEE-based Remote Key Provisioner (RKP), KeyVisor’s components could
be ported to other architectures. KeyVisor’s instructions must be adapted to the target
ISA and the RISC-V hardware identifiers used for handle restrictions (cf. § 3.4) must
be mapped to secure alternatives. Our current prototype passes instruction arguments
(e.g., key handles) by reference, which is widely supported. Alternatively, arguments could
be passed by value, e.g., using the 128 bit XMM or 256 bit YMM registers of x86 (if
available). The RISC-V CPU privilege levels can be mapped to the respective x86 and
Arm variants—e.g., user mode to x86’s ring3 and Arm’s EL0—and the process information
from RISC-V’s SATP register can be derived from the CR3 and TTBRx registers of x86
and Arm respectively. Reliable TEE binding IDs depend on the specific TEE (e.g., NS-bit
for Arm TrustZone). KeyVisor’s RKP could be based on a different TEE or even a full
hardware extension, assuming it still satisfies the required security requirements (cf. § 3.6).

Additional Usage Restrictions and Use Cases. KeyVisor’s key handle format is designed
to support additional restrictions. As indicated in Figure 2, similar to a TPM, we could
optionally (DKeyMode) generate new user keys directly inside the CPU, to never reveal
keys to memory at all. Furthermore, KeyVisor could support alternative (AEAD) ciphers
for user keys chosen at handle generation (Algorithm), e.g., ChaCha20-Poly1305 (used
by Wireguard VPN) or Ascon (IoT use cases) [Donl7, Chr21]. Further cipher options
are discussed in the next paragraph. We also envision time-based lifetime restrictions
(Lifetime) that incorporate a timestamp from a trusted local clock and a lifetime duration
inside the key handle (e.g., in reserved bits R), defining when a handle gets revoked. Such a
feature would be particularly useful to enforce periodic key renewal, e.g., when used for time-
restricted authorization keys, similar to Kerberos tickets or X.509 certificates. KeyVisor’s
en-/decrypt-only key handles could additionally be used to mimic asymmetric cryptographic
properties, mapping encrypt to signing, and decrypt to verifying. By replacing asymmetric
keys with restricted key handles of symmetric keys, the computational workload of client
devices could be decreased, especially in embedded settings. For instance, symmetric keys
could be deployed into IoT boards during manufacturing as decrypt-only key handles,
allowing the devices to decrypt (verify) messages from the manufacturer (e.g., trusted
firmware updates) while blocking message spoofing.

Alternative Crypto Ciphers. Without loss of generality, KeyVisor’s current implementa-
tion focuses on the symmetric AES-GCM AEAD cipher—for wrapping user keys into key
handles as well as for user-requested crypto operations (i.e. en-/decrypt). The advantage
of using AES-GCM for both is the ability to use the same hardware logic for wrapping and
en-/decryption, thus, reducing the hardware footprint. However, KeyVisor could support
alternative cipher schemes: KeyVisor could explore the adoption of wrapping schemes like
NIST SP 800-38F [Dwol2], or AES-GCM-SIV (used by Intel Key Locker). As mentioned
above, KeyVisor can also support alternative (non-AES) AEAD ciphers for user operations
(or wrapping), e.g., the lightweight Ascon cipher for IoT settings, or ChaCha20-Poly1305.
The permitted cipher algorithm of a key handle can be specified as part of its usage policy,
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as shown in Figure 2. KeyVisor could also support non-AEAD symmetric ciphers for user
operations, e.g., AES-CBC or AES-CTR. However, as described in § 5.3, stream cipher
modes (e.g., AES-CTR, AES-OFB) lose support for secure en-/decrypt-only handles.

Note that KeyVisor focuses on symmetric ciphers as they are frequently used in high-
performance settings where CPU acceleration is beneficial. However, in principle, KeyVisor
could also be generalized to asymmetric encryption or even signature schemes. In that
case, KeyVisor could protect the private keys against local attackers and enforce usage
restrictions, e.g., to remotely provision a single-use signing key for signature delegation.
More special-purpose cipher candidates include the stateful post-quantum signature schemes
XMSS [HBGT18, BDH11] and LMS [MCF19], since NIST recommends managing their
stateful private keys securely in hardware [CAD"20]—a task that could be handled by
KeyVisor’s key handles. However, a detailed exploration and design of these generalizations
and features is out of scope for this paper.

8 Related Work

KeyVisor is most related to cryptographic co-processors and CPU extensions aiming at
key isolation. In addition, many projects provide TEEs or in-process isolation that can
optionally protect crypto keys and their operations in separated domains.

Hardware Security Modules (HSMs). HSMs protect keys in dedicated memory and
expose keys only as handles to the users. TPMs [Grol9] are specific crypto co-processors
(HSMs) standardized by the TCG and offered by popular vendors, such as OpenTitan [ope]
(based on Google’s Titan chip), Apple’s Secure Enclave [App24], and Microsoft’s in-CPU
Pluton [Mic24]. HSMs and KeyVisor follow a similar threat model: both root their trust in
their processor (external vs. internal CPU), isolate keys from local attackers, and support
secure remote provisioning. HSMs provide more advanced features, e.g., measurement-
based attestation or X.509 certificates, but at the cost of a more complex hardware design,
sometimes including extra firmware components (e.g., OpenTitan). KeyVisor’s lightweight
CPU extension is tailored for key protection and comes at lower area costs (without extra
firmware), beneficial for embedded use cases, and with an easier, more flexible software
integration via its directly callable CPU instructions. Furthermore, TPMs cannot access
process or TEE identifiers as used by KeyVisor to enforce fine-grained key bindings. In
addition, except for OpenTitan, all implementations are proprietary, and HSMs like TPMs
have a slower de-/encryption throughput than in-CPU accelerators like AES-NT (x86) or
KeyVisor. Virtual TPMs like vIPM [BCGT06] or fTPM [RSW 16| share performance
issues, and, moreover, depend on additional trusted software, e.g., a hypervisor.

TEE-based Key Management Services (KMS). TEEs provide data and code isolation
rooted in CPU extensions [CLD16, LKS™20, BBD*21] or dedicated co-processors [NSWM21].
They enable applications that distrust the local OS and rely only on trust in the processor,
thus allowing for software KMS designs with a threat model comparable to that of KeyVisor.
Intel developed an HSM inside their SGX TEE [Int] and showed with their KMRA [Int23]
how to remotely provision and use private keys of web servers inside SGX. Chakrabarti
et al. [CBV17] designed a KMS using SGX for OpenStack’s Barbican. Similarly, Android
provides secure key storage based on Arm TrustZone [Goo24] while TZ-KMS [LHX18] uses
TrustZone to implement key distribution across cloud platforms. In contrast to KeyVisor,
TEESs can run arbitrary user code and thus allow for tailored security schemes, e.g., for
KMS in distributed systems. However, TEE-based KMS face performance and integration
overhead, because applications must call into the TEEs for each crypto operation. In
addition, they face a more complex attack surface than a lightweight CPU extension like
KeyVisor. In contrast, KeyVisor focuses on protecting local and remotely-provisioned keys
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against local attackers. KeyVisor supports fast, directly usable key operations via its CPU
instructions. Furthermore, while TEEs have no secure notion of a caller context, KeyVisor
can enforce secure process or TEE binding policies. Thus, KeyVisor can enable TEEs to
securely wrap keys in key handles for leakage protection (e.g., against side channels) and
bind them to make them usable only within the correct TEE context. Moreover, as shown
in § 4 and § 6.3, TEEs can be combined with KeyVisor to enable new security schemes.

Intel Key Locker. KeyVisor is inspired by the proprietary Intel Key Locker (Intel KL)
CPU extension [Key20]. KeyVisor’s threat model and high-level design shares properties
with Intel KL, but substantially extends it with concepts that overcome several fallbacks
and thus enable more advanced use cases (cf. § 6.3 and § 7). Intel KL supports only
an AES-engine in hardware and thus has no control on how software uses its AES block
operations, rendering CPU-enforced usage policies on specific AES modes or operations
unfeasible. In contrast, KeyVisor integrates full AEAD ciphers, e.g., AES-GCM, enabling
for instance secure decrypt- and encrypt-only handles as used for read-only access in § 6.3.3.
Furthermore, KeyVisor provides process and TEE bindings, lifetime restrictions, as well as
selective revocation, and considers the integration of a Remote Key Provisioner to securely
import remote keys as usage-restricted key handles (cf. § 3.6).

Key Protection via Other Hardware Extensions. Prior work also aimed to protect
crypto keys by leveraging more generic hardware extensions, such as memory tagging,
taint tracking, or capabilities.

Memory tagging: ERIM [VOED'19] and libmpk [PLXT19] focus on using Intel MPK
to create isolated in-process domains. One use case is to enable a web service to securely
perform AES operations, comparable to KeyVisor’s key handles. However, libmpk can be
bypassed via malicious domain switches, e.g., by malicious libraries or code-reuse attacks.
ERIM depends on a trusted OS module that vets services to prevent such malicious domain
switches, but can still be bypassed by code injection attacks. Donky [SWST20] implements
a similar approach for RISC-V, but replaces the OS-dependency with an efficient user space
monitor for policy management. However, in contrast to KeyVisor, Donky still depends
on a trusted OS for its security guarantees, whereas KeyVisor is rooted in the CPU. In
addition, the software adoption of Donky’s domain definitions and cross-domain calls is
much more complex than KeyVisor’s instruction interface, and Donky cannot provide
hardware-protected key handles that are robust against cross-process leakage.

Taint tracking: BliMe [EGLA24] enforce a taint-tracking policy at the ISA level (with
HSM integration support) to prevent leakage of unencrypted client data. When client
data gets unencrypted by a BliMe-enabled server, BliMe taints the data and enforces
its confidentiality. However, software adoption of BliMe has strict requirements to avoid
leakage, and the HSM is not part of BliMe’s implementation. KeyVisor and BliMe are both
RISC-V ISA extensions and do not depend on a trusted OS for their security guarantees.
However, they differ in their focus as KeyVisor provides protected key handles with
CPU-enforced usage policies and high performance crypto operations.

Capabilities: Hardware-based memory capability systems like CHERI [WWNT15] or
Capstone [YWB™23] provide fine-grained memory isolation support, which could be used
to isolate crypto keys. However, they lack a key handle abstraction with tailored usage
policies and easy integration into existing real-world applications. Capacity [DDCNL23]
implements object capabilities based on Arm PA, Arm MTE, and a kernel extension for
fine-grained protection of file-based resources and memory. While Capacity can isolate a
private key file and its memory buffers, Capacity relies on the security of the OS for all its
policies and does not enforce crypto-specific policies, e.g., decrypt-only handles.
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9 Conclusion

The protection of cryptographic keys is essential to the security of higher-level security
schemes. Therefore, several existing designs remove the plaintext keys from unprotected
memory to prevent leakage. Instead, they replace the keys with software-usable key
handles that hide the plaintext from users and attackers. However, existing approaches
are limited in settings requiring high-performance and fine-grained control on the usage,
revocation, and deployment of key handles. For instance, external devices like TPMs
feature a rather slow performance and limited insights into the CPU’s execution context,
while CPU extensions like Intel Key Locker lack control on how and by whom handles
are used and might not support remote keys. In this paper, we therefore introduced
KeyVisor, a lightweight but high-performance CPU extension for protected key handles
with CPU-enforced usage and revocation control. KeyVisor combines CPU-exposed context
information with new per-handle custom state to control how and by whom handles can be
used, and when each handle is revoked. Furthermore, KeyVisor enables advanced remote
use cases by supporting a trusted key provisioner that securely transforms remote keys
to local key handles. Our open-source RISC-V prototype demonstrates how KeyVisor
enables new security schemes ranging from high-performance networking use cases (e.g.,
TLS traffic monitoring) to embedded feature licensing schemes.
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A Key Handle Revocation Strategies

KeyVisor enables flexible revocation strategies, depending on the usage policies of the
respective key handles. Except for TEE-bound handles, software with higher CPU privilege
levels is permitted to revoke a handle, even if not included in the usage policy. For instance,
an OS kernel should be able to clean up the handles of a terminating process, though it
might not be permitted to use them directly, similar to how SMAP works for user memory
pages [Corl12]. KeyVisor currently enforces the following revocation policy:

For unbound key handles, i.e., not bound to an execution context (cf. § 3.4), KeyVisor
permits handle revocation by any software with a CPU privilege level > the smallest level
permitted by the handle’s usage policy. As unbound handles are meant to be easily shared
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Figure 5: Overview of KeyVisor’s Handle State Cache and its IV-based indexing, assuming
96 bit handle IVs (IVhandle).

across processes via memory, a flexible revocation strategy is reasonable. Note that a
key handle cannot be easily guessed by a local attacker process, e.g., to use or revoke an
unbound handle, because of the unpredictable IVj4pa1e, cipher, and tag data included in
the handle. For process-bound handles, KeyVisor permits revocation by (1.) the process
to which it is bound, and (2.) every context with privileges > the smallest level permitted
by the handle policy. KeyVisor provides a CPU instruction for revoking all handles of a
given process ID, enabling, e.g., an OS on a process termination to clean up all handles
bound to that process, without the need to track the handles in memory. For handles
bound to a PMP-based TEE (e.g., Keystone enclave), KeyVisor stays in line with the TEE
threat model by only permitting revocation by (1.) the respective PMP context (TEE),
and (2.) the PMP-managing monitor mode software (for TEE cleanup). In particular, the
untrusted OS is not permitted to revoke handles bound to an isolated TEE.

System software integration of KeyVisor’s revocation mechanisms can include extensions
to the OS and monitor firmware. The process and TEE termination handlers can be
extended to revoke KeyVisor’s PID/PMP-based revocation instruction to invalidate all
key handle’s bound to the terminating process or TEE. Unbound key handles can be
cleaned up by the users, or by the OS and monitor. The OS and monitor could create
unbound handles on behalf of a user application/TEE, such that they can keep track of
the respective key handles in descriptor tables, similar to those used for file or socket
descriptors. Alternatively, KeyVisor could internally store the process/TEE IDs of the key
handles’ creator contexts, and revoke them together with the bound handles. We skip the
engineering details as invoking KeyVisor’s revocation instructions is straightforward and
the OS/monitor integrations are not specific to KeyVisor and do not require new concepts.
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B HSC Swapping to RAM (optional)

In principle, with key handles protected using AES-GCM, KeyVisor’s Handle State Cache
(HSC) could allow for up to 2% valid key handles, as it derives the cache indices and
tags from the 96bit GCM handle IVs (cf. Figure 5). However, since on-chip area for
CPU-internal memory is expensive, a much smaller HSC is preferred, e.g., a 2-way cache
with 64 sets as used in our prototype (cf. § 4). If the cache is full, no more handles can
be created until the next revocation. To still allow for a practically unlimited number of
handles, the HSC can optionally be extended to act as an LRU (least recently used) cache
that swaps handles to memory when the HSC set is occupied. For this, a memory region
must be reserved as a handle swap region. When entries are swapped out to non-secure
memory, they are authentically encrypted using a CPU-internal storage key statically
derived from the visor key, with the IVj,nqie tag and index being signed as AAD. In
addition, a monotonic counter value must be included in the AAD to prevent rollback
attacks against the swap region [MAKT17]. With swapping enabled, KeyVisor must
inspect the swap memory on a cache miss using IViandaie and swap in decrypted entries
on demand. As LRU-based swapping is well-known (e.g., page tables) and not specific to
KeyVisor, we skip further details of a potential implementation.
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